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class CommandAssistant:
def execute_system_command(self, command: str):
A HUT R G
try:
with subprocess.Popen(
command,
stdout=subprocess.PIPE,
stderr=subprocess.PIPE,
shell=True,
text=True
) as process:

stdout, stderr = process.communicate()

if stderr:
self.console.print(f"[red]iii%: {stderr}[/red]")
if stdout:

self.console.print(stdout)

return process.returncode ==
except Exception as e:
self.console.print(f"[red] AT A0 Hi: {str(e)}[/red]")

return False

E3i5%EE

1. 88F8 subprocess.Popen BIETFHIZ, MARE os.system , LERIEFEIFAIZH
2. BT stdout F stderr EERFRSHEIL

3. A with EORERBESRIEFRTER

4. BT text=True SHEFKIEFRRID

5. {EFH rich ZEBY console.print SLIIFZELEIH

ARG

# Pl BELETHRAE

> dir



: dir
IXzNgs E FRIEE NS
HEHFEHSEE 7652-ADB3

E:\homework\0S\hwl B

2024/12/13 22:03 <DIR>

2024/12/13 14:43 <DIR> ..

2024/12/13 22:01 243 .command_history.json
2024/12/13 22:01 4,043 .context.json
2024/12/07 14:22 config

2024/12/13 22:03 152,223 image-1l1.png
2024/12/13 22:02 83,379 image.png

2024/12/13 20:55 4,653 README.md

2024/12/13 22:02 13,925 REPORT.md

2024/12/07 14:29 127 requirements.txt
2024/12/13 21:24 1,361 run_tests.py
2024/12/13 20:55 src

2024/12/13 20:46 tests

2024/12/07 14:11 1,710 test_api.py
2024/12/13 21:32 1,546 test_results_20241213 213202.txt
10 M4 263,210 =P

5 NBH 573,384,986,624 Al HET

# B2 PUTAAFAER A

> invalidcmd

: invalidcmd

*

I'm sorry, but I can't assist with an invalid command. Please provide more information or clarify your

guestion so I can better assist you.
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def is_safe_command(command: str) -> bool:
R R S A
safe_commands = [
‘dir', 'cd', 'type', ‘copy', 'mkdir', 'rmdir’,

'ping', 'ipconfig', 'tasklist', 'systeminfo'’

cmd = command.strip().split()[@].lower()

return any(cmd.startswith(safe_cmd) for safe cmd in safe_commands)

E3iREE:
1. EXZEmSARRYIE
2. IBBSSENR (F—IIEBIRYEES)
3. B NNEH T RINE A BURRIITED
4. FA startswith XEFFmSHGS

EAH:

# Bl BT R AW
> mkdir test_folder

: mkdir test folder

# 2 ZRPATIER A
> format c



: format c
Exci
X1 mSefbRcE ERABEIE, HelE— 1 2FNoX. XE—CREEE, BACSXKARGRREEE, B
TiERE. RRIFEEEH THEEENEUE.

format c: /q

BE :

e format c: /q FRIEBIICE.
e /q BHETRERLL, XSBRAEHEHIZE— 25K,

=6l :

format c: /g

o XHRAMBRCE ERFBEIE, BRERE.
o EREAMREESEH TAEENEUE.

Al - O
TAR=E &

format c: /g

2.1.3 L FXER
PR EIRSEAEMEPSERS, ICRGONTHEMER, SUFEREOITHITEE,
SEIKES

class ContextManager:
def __init_ (self):
self.context = {}

self.max_context_size = 10

def update_context(self, command: str, result: str):
TUUEER R CE R
timestamp = datetime.now().isoformat()
self.context[timestamp] = {
'command': command,

'result': result

if len(self.context) > self.max_context size:
oldest = min(self.context.keys())
del self.context[oldest]



XEDi5AH :

1. (FRFHEEFE ETER, a2k
2. BR&I_ETIK/AN, BLERTFSREX
3. REMAcHSEE (FIFO) HFIREIE FTX
4. BRSSPI TERIOI N KR

EARG:

# Bl PATE L IFER LT

> systeminfo

: systeminfo

FHNA:

0S BFR:

0S hRA:

0s HIEm™:
0S Fc&:

0S ¥JFE3EHY .
TR BEA:
EARYEZA -
F~=Ea ID:

== HE:
R EaEIE :
AREHIER:
RpBs:
Rk
SQhIRES :

[61]: AMD64 Family 25 Model 80 Stepping @ AuthenticAMD ~3201 Mhz

BIOS hiRAs:
Windows H=E:
ERINEEF
BaNgsE:
AREXEHIZE:
EINEXIEIRE :
X :
MEBERFEE:

o HMEREF:
BIARE: &XE:
EBIARE: 97/:
EWRNE: EFEAS:
gﬁiﬁ#ﬁ%:

2.1.4 arSHBicH

LAPTOP-7EGVU59Q

Microsoft Windows 11 ZEEFR IR
10.0.22631 Hfik Build 22631
Microsoft Corporation

3z TEuh

Multiprocessor Free
8613146283006

B R
00342-30508-15969-AA0EM
2023/8/2, 19:56:18
2024/12/13, 19:42:38

LENOVO

82NJ

x64-based PC

TEET 1 PRLIEZE,

LENOVO HECN23WW, 2021/10/15
C:\WINDOWS
C:\WINDOWS\system32
\Device\HarddiskVolumel
zh-cn; A3 (FE)
zh-cn; A3 (FE)
(UTC+e8:00) JtIR, Bk, FREHIITEX, S&8AK5F
15,724 MB

5,577 MB

26,476 MB

10,461 MB

16,015 MB

D:\pagefile.sys

WORKGROUP




ST an S SERISAURE, SHFRIEREMSER.
LRS-

class CommandHistory:
def save_to _file(self, filename: str):
U RAE P SR RS
with open(filename, 'w') as f:

json.dump({
"history': self.history,
"timestamp': datetime.now().isoformat()

}, f, indent=2)

def load from file(self, filename: str):
" PSR i
try:
with open(filename, 'r') as f:
data = json.load(f)
self.history = data.get('history', [])
except FileNotFoundError:
self.history = []

E3i5%E8:
1@%&%NWT§%%EE§
BEmSHBNHTHIEE
3. UE:Z#FT\?‘ FEHSRERBR
4. TR FICEHNENEH

EARHG:

# 1. EEWST%R

> history



: history

B v HhEicR

e [mn [wree  [vems

=3 )
(=) v
BT
BT
BT
=3 )
BT
(=3 0)ma
BT
EME KL

2.2 Al EERKEETR

2.2.1 APl ERiiR
ST EEENO—SAPINLZEBE, FRAESERMNa IR,

SCHMCHES

class APIClient:
def __init_ (self):
self.api_key = os.getenv('BAIDU_API KEY')
self.secret_key = os.getenv('BAIDU_SECRET_KEY")

self.access_token = self.get access_token()

def chat_completion(self, messages: list) -> str:
" AT 3K
url = f"https://aip.baidubce.com/rpc/2.0/ai_custom/vl/wenxinworkshop/chat/completions?

response = requests.post(url, json={
'messages': messages,
"temperature': 0.7,
"top_p': 0.8

})

return response.json().get('result', '")

XHEDi5ER:

1. NINEZENEAPIZH
2. SCHtokenZRENFD RISl
3. REEHAYEEtop_pS#



4. QMERAPINE R FIEERIE)

EAH:

# oRflL: BRE S A
> WIAEFE 2ETH & T IS

. BEREESBRTHER XY -
BRI ERTEEBRRXY, RILIER dir <, FEE /b SHEBTXHESE, /s
SHCEERFER, *.jpe BE *.png ZENBEFFRLEERXET EBE. LITE2BENSS:
dir /b /s *.jpg
&

dir /b /s *.png

XEHHIRIEREREREFERPAEREEET REXH.
MRFERZEFEFFMANGE, LAOXARR/N, BRBHEF, ALUER dir <SREOARE.

XERTIERPHAMEXHNTFER, @FEERXMH.

BT
wSASERITFERXG, ERBIHXANERE. MRMFEEIAREFEHRNHNAT, (REEERRK
Microsoft Edge BY Photos XHEMEFEZER. (RAILABENEXHEERSRTTPER start

ap & RITFFE R 3.

, dir

flgn, ZE{EMA Microsoft Edge ¥JFFH& A example.jpg B F, {REILUETT:

start example.jpg

g, MRMRAEERXHNEE, FILIERE Microsoft Edge FITHE.




: dir /b /s *.png

E : \homework\0S\hwl\image-1.png
E : \homework\0S\hwl\image-2.png
E : \homework\0S\hwl\image-3.png
E : \homework\0S\hwl\image-4.png
E : \homework\0S\hwl\image-5.png
E : \homework\0S\hwl\image-6.png
E : \homework\0S\hwl\image-7.png
E : \homework\0S\hwl\image-8.png
E : \homework\0S\hwl\image-9.png
E : \homework\0S\hwl\image.png

# 2. AR
> fiffE— Ftasklistr 4 HfnH

: BB —TtasklistiSHEEH
?

tasklist @< Windows RFFATIIHIRIEMETHNHRE. ENERBERESESMARERN PID (HE
) . BFERR. <7, APA. AFEEABRFER. LITR tasklist apSHHAI—ERFIFR:

Image Name: HIEHIZFR.

PID: #HFE 1D,

Session Name: £iFHIEZTFR.
Sessioni#t: SIEHNRS.

Mem Usage: HEFRENATE.
User Name: HERTBHAER.

CPU Usage: #HFE{EFRBRY cPu BTAE].
Command Line: B@liHENGSIT.

Image Name PID Session Name Sessiond Mem Usage User Name CPU Usage Command

Console NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\services.exe
SmMsSs.exe 400 Console 1,924 K NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\smss.exe
CSrss.exe 564 Console 1,732 K NT AUTHORITY\SYSTEM e
C:\WINDOWS\system32\csrss.exe
wininit.exe 780 Console 1,648 K NT AUTHORITY\SYSTEM (%]
C:\WINDOWS\system32\wininit.exe

ELENTAEES, SPHENFAGEESHI T HE., RILIBEX M < RERGENHENE BERFEPHN
RRERBR. BER, AEBN Windows RAMRFEED S S rAHEBE AR,




3. Mzt 5c
3.1 Mt AS it

3.1.1 APIZRimliX (test_api_client.py)
APIZF iR T B SEE O —SAPIHSESIIAL. Mgt BT

1. B SHEiR

def test_get_access_token(self):
L I 4 R
client = APIClient()
token = client.get _access_token()
self.assertIsNotNone(token)

o WUER: FACRAERTISRENT A< hE
o SEE: WIFAPIZSATCATHISE IR IR
o ChER: WdShERRIEFHH

2. MiEFeRklizt

def test_chat_completion(self):
KA T A
client = APIClient()
response = client.chat_completion([
{"role": "user", "content": "Hello"}

D)

self.assertIsNotNone(response)

o WIEA: FR{RAEIRENAING KL

o FHIRANE: MIHNERERR

o RS WIBREEURIIEERE
3.1.2 T SRt (test_ command_parsing.py)
RN R AN A ER LGS IRITRE . BRI

1. Efilan SHFth



def test _command_ analysis(self):
IR S A A A AT
analyzer = CommandAnalyzer()
result = analyzer.analyze("dir /w")
self.assertEqual(result.command, "dir")

self.assertEqual(result.args, ["/w"])

o 2HHE: WilmSMSHNIERDS S
o $EHRFA AEEETHNE IS
o BpABEN: Wilan SRR NELE

2. RS

def test_error_analysis(self):
" R A b
analyzer = CommandAnalyzer()
result = analyzer.analyze("")

self.assertFalse(result.is_valid)

. EHY: BESHALE
. THHS: WHFEEIRS
. ERER: WIEHERERIRLE

3.1.3 s EENE (test_error_handling.py)
ERCENI AR R S Re B I RS M R E S
1. I SHITIER
def test _invalid command(self):
"R TG R A b B
handler = ErrorHandler()

result = handler.handle_command_error("invalidcmd")

self.assertIn("command not found", result.lower())

o PAFE: WHFRAAFSHIEIRIES
o SRR BRI RAERILLIE
o« ZFEEIR: MXTBEATHER

2. REERAE



def test_system _error(self):
"R R G R AL
handler = ErrorHandler()
result = handler.handle_system_error("access denied")

self.assertTrue(result.startswith("[ERROR]"))

o REEA: WIERFERKMAILE
o RIFRRS: WXERFERAIBR
o RIS WIEERERIKENE

3.1.4 MITRIEM®E (test_execution_flow.py)

PTE I e SRIZSEERITISRE !

def test command_ execution(self):
"Ry A AT AR
assistant = CommandAssistant()
result = assistant.execute_system_command("dir")
self.assertTrue(result)

self.assertIn("Directory", assistant.last_output)

o PUTITRE: WIEm<SRIZTERITIIVZ
o Wik Midap < b AYIERERER
o IREHER: WIEHFUTIRSRILEBLER

2. RENMEEERRY

def test safe_execution(self):
"R AT
assistant = CommandAssistant()
result = assistant.execute_command_safely("format c:")
self.assertFalse(result)

self.assertIn("unsafe command", assistant.last error)

o ZEWIE: WidfEum<HI=8
o NPRIGE: I PRIEHINLS
« HEHER: Wid&ZESHRICR

3.1.5 EERLIR (test_integration.py)
SRR IR E R SR B4 RIE TE:



1. ZRTIERE

def test workflow(self):
" S TR
assistant = CommandAssistant()

# PTd S
resultl = assistant.execute_system command("dir")
self.assertTrue(resultl)

# IUEp ik

self.assertEqual(len(assistant.history), 1)

# fE BT

self.assertIsNotNone(assistant.context.get_last_command())

o AHRE: WIERBMHERIERHZE
o WEEE: WLRHERHEL
o HuENE: . WIEEURERMERIES

3.2 MiITER

WK TER EFrE N BAI RIS :



# test_results 20241213 213202.txt

test_chat_completion (test_api_client.TestAPIClient.test_chat_completion) ... ok
test_get_access_token (test_api_client.TestAPIClient.test_get access_token) ... ok
test_command_analysis (test_command_parsing.TestCommandParsing.test_command_analysis) ... ok
test_error_analysis (test_command parsing.TestCommandParsing.test error_analysis) ... ok
test_invalid_command (test_error_handling.TestErrorHandling.test _invalid command) ... ok
test_valid_command (test_error_handling.TestErrorHandling.test_valid_command) ... ok
test_command_execution (test_execution_flow.TestExecutionFlow.test_command_execution) ... ok

test_system_command_execution (test execution flow.TestExecutionFlow.test system command_execu

test_api_integration (test_integration.TestIntegration.test api_integration) ... ok
test_safe_commands (test_security checks.TestSecurityChecks.test _safe commands) ... ok
test_unsafe_commands (test_security checks.TestSecurityChecks.test_unsafe_commands) ... ok
test_add_and_get_last (test_utils.TestCommandHistory.test_add_and_get_last) ... ok

test max_size (test _utils.TestCommandHistory.test max_size) ... ok

test _save and load (test utils.TestCommandHistory.test save_and_load) ... ok
test_execute_command (test_utils.TestUtils.test_execute_command) ... ok
test_get_system_info (test_utils.TestUtils.test_get_system_info) ... ok

test is safe command (test utils.TestUtils.test is safe_command) ... ok

Ran 17 tests in 0.858s

OK

3.3 MiXEER A

3.3.1 i E=EER

1. INEEESS
APIBENLL: 2Nk B 5!
SRR : 24N
SESONEINE : 24N R
HUTRENR: 24Nk
LB : 24NUR A5
TEEMR: 5N A
SR : 24Nk A
2. MiAXRB D

o BATTINR: 1249 (70.6%)

o SRR 39 (17.6%)

o THREMA: 24 (11.8%)

3.3.2 THEETEHIR



1. AT
o SH{THIE]: 0.858%)
o EHEANNXABI: 0.050%)
o ERNEXARMGI: 0.001F) (test_is_safe_command)
o RIEMRXFEMFI: 0.352F) (test_api_integration)
2. BRiHHE
- WFIEE: <50MB
o CPUfERZ: 13 15%
o M{HI/OEAE: <1000k

3.3.3 M &S R

o FrEliRGIYET
o PUTHIEIETE EER
o B JATEROIIEE

4. BZRRETHREER:

1. BRI

(ghg) PS E:\homework\0S\hwl> python src/main.py
9

Mi{ER SRR STMF!
BN ‘help' BEMEFIERE, 'exit’ BHER

LMBIE S E:\homework\0S\hwl
F—%85%: type test_output.txt (BRII)
F—IRZZH : context

2 (EFBtEE



{REEMITA? - help
BENE R

S ITENFERTEE

EFGe
help: BRILEEER

exit/quit: IBEHERF

history: BRmSHE

clear: R

o & Tab : H2ASEERE
o B 1/ B NMEHERS
o WAL ERLREN

context: BRH¥EIETER

A AN

analyze <command>: SHTf§ERS
related <command>: BREXHES

fE A RHI

1 BEERAER: BAN: "BERAEE" & "systeminfo”
2 MHEBE: B "AIHSERERXE" 8 "dir”

3

{

3 ot BN "ONAEERER"

wSITBHhE

REMA? :

4 FERFBRL

mkdir
rmdir

type

ping
ipconfig
tasklist
taskkill
systeminfo

HIHBERAE
HEIRBIEZR
= 3215

A B 245
BIEFER
HER B =
ERNEAT
U3 pod 28 15 352
ERMBEE
EHESIER
£Z )\ E RS
ERARER

SIHBERAE
HEIBIE R
S 834
A B 345
BIEFHE R
MlERE =
ErRNIFARF
M I %15 1
ErMSEE
EHENIE
RIHE
ERAFKRER







